3. PE fF4ily
® MS-DOS 3k
MS-DOS 3k7E winnt.h H5E XU IMAGE_DOS_HEADER, X/ Nghifagr, S B0
DD e Ifanew, ‘B4 T PE Header 7 3/ WAz . L, e Ifanew FRME &
OXEO, W PE Header 71 3CfFFE 25T 3k OXEO 4t
@ MS DOS 2.0 Stub Program
X2 —BDOS By, WAL win32 [ AT AR dos EHRAT, X BACKE s 11 bt
% b W oR BT “This program can not run in dos” 15 E..
®  Magic Number f1 PE Header
XA FEEIE) win32 A[ 44T SCPE P4 . Magic Number J&—/> DWORD 2874 ()%,
{E & 0x4550, XfN[) ASCII {EA# & “PE”. PE Header 7& winnt.h B SUliA «
typedef struct IMAGE FILE HEADER {
WORD Machine;
WORD NumberOfSections;
DWORD TimeDateStamp;
DWORD  PointerToSymbolTable;
DWORD  NumberOfSymbols;
WORD SizeOfOptionalHeader;
WORD Characteristics;
} IMAGE FILE HEADER, *PIMAGE FILE HEADER;
o
Machine: 7] PE SCIF2 AN CPU 28k N igfT, ‘el LUt FRPITFIH (. Gl
W PE SCIFIZATLE x86 R 411 CPU 24k R, IXAME Y. %42 0x14C. )

& {Izh Ui B
IMAGE_FILE_MACHINE_UNKNOWN 0x0 e e AL BisdT
IMAGE_FILE_MACHINE_AM33 0x1d3 | Matsushita AM33
IMAGE_FILE_MACHINE_AMD®64 0x8664 | x64
IMAGE_FILE_MACHINE_ARM 0x1cO0 | ARM little endian
IMAGE_FILE_MACHINE_EBC Oxebc | EFI byte code
IMAGE_FILE_MACHINE_1386 Ox14c | Intel 386 ik K I A%% CPU
IMAGE_FILE_MACHINE_IA64 0x200 | Intel Itanium AbFELS 5%
IMAGE_FILE_MACHINE_M32R 0x9041 | Mitsubishi M32R little
endian
IMAGE_FILE_MACHINE_MIPS16 0x266 | MIPS16
IMAGE_FILE_MACHINE_MIPSFPU 0x366 | MIPS with FPU
IMAGE_FILE_MACHINE_MIPSFPU16 0x466 | MIPS16 with FPU
IMAGE_FILE_MACHINE_POWERPC 0x1f0 | Power PC little endian
IMAGE_FILE_MACHINE_POWERPCFP 0x1f1 | A77F fi 3 F¥ 11 Power PC
IMAGE_FILE_MACHINE_R4000 0x166 | MIPS little endian
IMAGE_FILE_MACHINE_SH3 0x1a2 | Hitachi SH3
IMAGE_FILE_MACHINE_SH3DSP 0x1a3 | Hitachi SH3 DSP
IMAGE_FILE_MACHINE_SH4 Ox1a6 | Hitachi SH4




PR I} L]
IMAGE_FILE_MACHINE_SH5 0x1a8 | Hitachi SH5
IMAGE_FILE_MACHINE_THUMB 0x1c2 | Thumb
IMAGE_FILE_MACHINE_WCEMIPSV2 0x169 | MIPS little-endian WCE v2

NumberOfSections: F*/r PE /5 HI%E.

TimeDateStamp: 55 4% 7= A XA SCAF IR TH], & B 1969 4212 H 31 H 4:00 P.M.

ZJE I B

PointerToSymbolTable. NumberOfSymbols: — 2% COFF (Common Object

File Format) #3145 .

SizeOfOptionalHeader: ‘t/& Optional header [¥jK/)N, k2
sizeofIMAGE_OPTIONAL_HEADER) (Optional header #/& X &

IMAGE_OPTIONAL_HEADER #5f4)

Characteristics: iIHXA~ PE 5T, TERICUE TR ME, 3 H Al Ligsr
;O DLL 3O, XAME N IZIE 5 2 0x2102; X F—A~ EXE 30/, IXAMEIE

J& 0x0103)
br& & it
IMAGE_FILE_RELOCS_STRIPPED 0x0001 | H-F Windows CE, Windows NT
ARG SARERSE. Ik PE SC
PEEA SR T A, JF H A%
FWSE e U FE AL SR IEHh
AFTH, ZE RS
IMAGE_FILE_EXECUTABLE_IMAGE 0x0002 | X2 A AT 31
IMAGE_FILE_LINE_NUMS_STRIPPED | 0x0004 | ix {7V i% &%
IMAGE_FILE_LOCAL_SYMS_STRIPPED | 0x0008 | ix {7V i% & %
IMAGE_FILE_AGGRESSIVE_WS _TRIM | 0x0010 | &A% H Windows 2000 HL%%)5
RGN, MixEE.
IMAGE_FILE_LARGE_ADDRESS _ 0x0020 | FEFF AT LAALEE KT 2G FHhl
AWARE
0x0040 | IHbA7 Ay R AL FH T IR A
IMAGE_FILE_BYTES _REVERSED LO | 0x0080 | ix—fii W i%& % .
IMAGE_FILE_32BIT_MACHINE 0x0100 | HL2s LA 32 o7 4k Ay LAt
IMAGE_FILE_DEBUG_STRIPPED 0x0200 | ¥ f5 5 D& AEER .
IMAGE_FILE_REMOVABLE_RUN _ 0x0400 | KA TRl B sh i Ak -, IR
FROM_SWAP AKGIEN SRR NS e S A
IMAGE_FILE_NET_RUN_FROM_SWAP | 0x0800 | fii 3z f-fr T-/%% |, B4 4 kA
SCAFERANAS 3 STAT
IMAGE_FILE_SYSTEM 0x1000 | (ARG, ANEH X
s
IMAGE_FILE_DLL 0x2000 | SCAFR—ANEhARERE, BARTA

AREEREIETT, MBIl
AT




PR

{=h

IMAGE_FILE_UP_SYSTEM_ONLY

=

4,

.

IMAGE_FILE_BYTES_REVERSED_HI

554

=

0x8000

i
=
E%
N

0x4000 | HfefE s i plags bz
e

@O  Optional header

MF A, XA SISt ik i, (He2Bs et PE SC e ARl . ‘4 winnt.h

e SRR N -

typedef struct _IMAGE_OPTIONAL_HEADER {

WORD
BYTE
BYTE
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
WORD
WORD
WORD
WORD
WORD
WORD
DWORD
DWORD
DWORD
DWORD
WORD
WORD
DWORD
DWORD
DWORD
DWORD
DWORD
DWORD

IMAGE_DATA DIRECTORY DataDirectory[IMAGE NUMBEROF DIRECTORY ENTRIES];

Magic;
MajorLinkerVersion;
MinorLinkerVersion;
Size0fCode;
SizeOfInitializedData;
SizeOfUninitializedData;
AddressOfEntryPoint;
BaseOfCode;

BaseOfData;

ImageBase;
SectionAlignment;
FileAlignment;
MajorOperatingSystemVersion;
MinorOperatingSystemVersion;
MajorImageVersion;
MinorImageVersion;
MajorSubsystemVersion;
MinorSubsystemVersion;
Win32VersionValue;
SizeOfImage;
SizeOfHeaders;

CheckSum;

Subsystem;
Dl1Characteristics;
SizeOfStackReserve;
SizeOfStackCommit ;
SizeOfHeapReserve;
SizeOfHeapCommit;
LoaderFlags;
NumberOfRvaAndSizes;

} IMAGE OPTIONAL HEADER32, *PIMAGE OPTIONAL HEADER32;

Horp:

Magic: 7l PE SCOFPIRAS, WREEE M PE SCIF, {604 0x10B; ot H,

fE2k 0x107.



MajorLinkerVersion. MinorLinkerVersion: $#: 8% A S, (H32FR_ X PIAMEIF
ATTEE, BESRHERR S AW E XM

SizeOfCode: JfiAifUi iR N,

SizeOfinitializedData. SizeOfUninitializedData: JiT17 C#I4 k5517, KyIuHik
HHE IR

AddressOfEntryPoint: iX/z—4> RVA. 4 PE X238 N A LU, 54
PATIR A A HhE o X T BE KN, KRR e B i ; %) DLL, XA R T,
WA DLL A A s, WIRAME A Z00h %

BaseOfCode. BaseOfData: f{f5ff] RVA, C#Jinibidlii RVA,

ImageBase: PE SCFRsEReg bl i, X/ME & 0x10000000, WA ¥
PE SCHHE S 2% 2 31 i 0L A A7 Hhkik 0x10000000 Ho 3% EXE U IX M 2
0x00400000; .DLL {4/ 0x10000000.

SectionAlignment: PE SR B|NAEfE, TN FERIE, BAUKT4T
FileAlignment. WIN32 , —j/& 0x1000, WIN64 ~, —f§ & 0x2000.

FileAlignment: PE SCffrf, 5D FRiE. — Mol T2 0x200 A5 4.

MajorOperatingSystemVersion. MinorOperatingSystemVersion: 3 [1j#:1E &
GERA

MajorimageVersion. MinorimageVersion: M*2[(] PE SCIFRAS, Hubsfpas At
TEIXME

MajorSubsystemVersion. MinorSubsystemVersion: %1 R4 A .

Win32VersionValue: XAMERF M, 2 0.

SizeOflmage: PE {4 I NAF)G, #ABRIR/N, L2 SectionAlignment
FRIHE A -

SizeOfHeaders: MS-DOS k. MS DOS 2.0 Stub Program. Magic Number. PE
Header F1 Optional header K/N2 1, W70+ FileAlignment [ 35404 .

CheckSum: xf il 1] PE (£, XAMEE 0.

Subsystem: ] PE SCAF{EAT AFEIN R S LigdT, WL FEPHE: f T
WINDOWS JF /A, 3t 4 2 = 10 sl 25 DY 350

Constant Value Description
IMAGE_SUBSYSTEM_UNKNOWN 0 RENT R
IMAGE_SUBSYSTEM_NATIVE 1 W& UKEI LK WINDOWS Py
TR
IMAGE_SUBSYSTEM_WINDOWS_GUI 2 WINDOWS GUI /¥,
IMAGE_SUBSYSTEM_WINDOWS_CUI 3 WINDOWS # il &5 727
IMAGE_SUBSYSTEM_POSIX_CUI 7 Posix ¥4 1 REi ML
IMAGE_SUBSYSTEM_WINDOWS_CE_GUI | 9 Windows CE.
IMAGE_SUBSYSTEM_EFI_APPLICATION | 10 A AR o
IMAGE_SUBSYSTEM_EFI_BOOT_ 1 Ja 3Rk 1 EF1 2K3)
SERVICE_DRIVER
IMAGE_SUBSYSTEM_EFI_RUNTIME_ 12 BTN EFL 3K
DRIVER
IMAGE_SUBSYSTEM_EFI_ROM 13 EFI M 6if5
IMAGE_SUBSYSTEM_XBOX 14 XBOX.




DliICharacteristics: 7] DLL SCFRIMER, LR FRAAME: R EER
B, XAMEAZE)

R & ik
0x0001 TREAM, WIAE.
0x0002 TREM, LAChE.
0x0004 TREM, LAChE.
0x0008 TREM, BAHE.
IMAGE_DLL_CHARACTERISTICS_ | 0x0040 DLL n] LAYEIZAT I 4
DYNAMIC_BASE o
IMAGE_DLL_CHARACTERISTICS_ | 0x0080 ST EAT AR S8 SR A
FORCE_INTEGRITY .
IMAGE_DLL_CHARACTERISTICS | 0x0100 WeAg 2 NX FEA M
NX_COMPAT
IMAGE_DLLCHARACTERISTICS 0x0200 AN B R ST A
NO_ISOLATION
IMAGE_DLLCHARACTERISTICS_ | 0x0400 AN Z5 K A e b PR
NO_SEH
IMAGE_DLLCHARACTERISTICS _ 0x0800 AN e G
NO_BIND
0x1000 TR, DA,
IMAGE_DLLCHARACTERISTICS_ | 0x2000 WDM 3535
WDM_DRIVER
IMAGE_DLLCHARACTERISTICS_ | 0x8000 L2 S E e
TERMINAL_SERVER_AWARE

SizeOfStackReserve: Ttk A/, —fELIAH 0x10000.
SizeOfStackCommit: AL/, — BRIl 0x1000.
SizeOfHeapReserve: FiE i/, —fELIAH 0x10000.
SizeOfHeapCommit: $EAZHEM K/, —MERINH 0x1000.
LoaderFlags: f{REA], WATAN%E.
NumberOfRvaAndSizes: 2 J5 % H &%, smAE IS FHEVAR 16.
DataDirectory: #i#ls Hx, & M0 —M15, AUIZITH RVA FERN.
@  Section headers
BE— AR AN Z ARG S, Sk A TSI RVA BUKRIRIE, 17 winnt.h
S LT
f#idefine IMAGE SIZEOF SHORT NAME 8
typedef struct IMAGE SECTION HEADER {
BYTE Name [IMAGE SIZEOF SHORT NAME];
union f{
DWORD  PhysicalAddress;
DWORD  VirtualSize;
} Misc:
DWORD  VirtualAddress;



DWORD
DWORD
DWORD
DWORD
WORD

WORD

DWORD

} IMAGE_SECTION HEADER, *PIMAGE SECTION HEADER;

e

Name: — 8 7 KEMAR, Sl T . WERATHRTHDT 8 741, W
JINULL B178; WERRIGFAE T 8 515, MIANH 2200 NULL 455 — RSO0, AR 12550

SizeOfRawData;

PointerToRawData;

PointerToRelocations;

PointerToLinenumbers;

NumberOfRelocations;
NumberOfLinenumbers;

Characteristics;

“text”, i h“.data”.

Misc: Xj&— MG, FErTHATIUG H, A2 VirtualSize, 75 5 M 115 11K

/N,

VirtualAddress: 4 PE SCHHEANAEA, SN RVA.

SizeOfRawData: fi{# I, F7#4 FileAlignment X} 5% 5 (KN, L2l FileAlignment

I 5

PointerToRawData: M SCAE TSk 2156 1 15 ) fS & .

PointerToRelocations

PointerToLinenumbers

NumberOfRelocations
NumberOfLinenumbers: Ll | PUANAR E7E ] AT S04 A A3
Characteristics: 75 U 7 PE: v LS FRAPIME, FFnl L7 ak:

PR & ik
IMAGE_SCN_CNT_CODE 0x00000020 | F5 & H AT/,
IMAGE_SCN_CNT_INITIALIZED _DATA | 0x00000040 | & C & WAL I B .
IMAGE_SCN_CNT_UNINITIALIZED _ 0x00000080 | L& R YIH LI EdE -
DATA
IMAGE_SCN_LNK_INFO 0x00000200 | 5 & R sl A g 2.
M T BbR A
IMAGE_SCN_LNK_REMOVE 0x00000800 | 5 AN &R (1 — 5, HH
T HARSC A
IMAGE_SCN_LNK_COMDAT 0x00001000 | 5.7 COMDAT #i#fi. H
T HFR SO
IMAGE_SCN_GPREL 0x00008000 | L& 51 4 Rfa st 1%k
o
IMAGE_SCN_LNK_NRELOC_OVFL 0x01000000 | & e Ar.
IMAGE_SCN_MEM_DISCARDABLE 0x02000000 | HR#ETFE, A BEEFT .
IMAGE_SCN_MEM_NOT_CACHED 0x04000000 | A% 17
IMAGE_SCN_MEM_NOT_PAGED 0x08000000 | F5 AN #% 43 T
IMAGE_SCN_MEM_SHARED 0x10000000 | 5[ E N A7 3L,
IMAGE_SCN_MEM_EXECUTE 0x20000000 | 51 LA$AAT o




ik & iR
IMAGE_SCN_MEM_READ 0x40000000 | 5 1] % B o
IMAGE_SCN_MEM_WRITE 0x80000000 | A #E A




